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Dear Parent/Carer, 

Technology and the internet are integral to the lives of our children and young people. In accordance with 

Keeping Children Safe in Education (September 2022), we educate our students about online safety in many 

aspects of our curriculum and through dedicated awareness days such as Safer Internet Day every February.   

It is important that parents and carers are aware of the risks and issues too and that as a College, we work 

in partnership with you on this important topic.  In our safeguarding survey last year, parents and carers told 

us that they found our monthly online safety newsletters valuable in helping them to support their child to use 

the online world safely. We email this newsletter to parents and carers each month and they are also posted 

on our website here.   

We are once again providing a series of online safety videos from Alan Mackenzie, a nationally renowned 

online safety specialist.  The videos will take you through a series of issues, they are non-technical and 

provide you with support and guidance. We have included an introduction from Alan and the links to each 

video in this newsletter.    

I would also like to take this opportunity to highlight some links for organisations and websites where parents 

and carers can seek advice and support as well as a summary of how we monitor student use of the College 

network. 

Yours sincerely 

 

 

Miss Julie Marsh 

Assistant Principal - Safeguarding 

 

 

 

 

 

 

 

 

 

 

https://www.wymondhamcollege.org/372/pastoral-care-and-safeguarding
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Monitoring of student use of the College network 

The challenge for schools is to protect students from harmful content while providing the freedom to learn 

without limits. Preventing over-blocking and unreasonable restrictions is critical.  We currently use two 

systems to monitor online use - Smoothwall and Securus. This allows us to monitor student use of the College 

network through school devices (PCs and College laptops) or when students use their own devices whilst 

signed into the College wifi. We do not have the means to monitor personal 3G/4G/5G use. 

What is Smoothwall? 

• It is an internet filtering service. It allows us to review and control what students see and search for 

online.  

• It blocks inappropriate content and helps us to identify when students are using the internet to 

search for concerning or inappropriate content.  

 

When do we use Smoothwall and what do we do with the information we receive? 

Term Time only: 

• Notifications come through via email the day after the student has made an inappropriate search.  

• The notifications are received Monday to Sunday  

• If there is anything of a concerning nature, we will ask the Head of House/Deputy Head of House to 

follow up with the student – if any safeguarding issues arise from that conversation, it will be 

reported on our safeguarding system. 

 

What is Securus?  

• It captures inappropriate/harmful internet searches on College devices.  

• It will also capture when a student has typed something that is inappropriate/harmful and therefore 

may be a cause for concern. This is live monitoring. 

When do we use Securus and what do we do with the information we receive? 

Term Time only: 

• It is monitored Monday to Sunday. 

• If there is anything of a concerning nature, we will ask the Head of House/Deputy Head of House to 

follow up with the student – if any safeguarding issues arise from that conversation, it will be 

reported on our safeguarding system. 

•  

Out of Term Time Monitoring (when students are not in school): 

Smoothwall & Securus:  

• No monitoring checks will be made during school holidays.  
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• When the College is closed, it is the responsibility of parents/carers to monitor student use of 

College devices during this time 

Exeat Monitoring (for boarders residing in the Exeat House): 

Smoothwall & Securus: 

Exeat: Securus will be monitored by the Deputy Head of House in charge of the Exeat House 

---------------------------------------------------------------------------------------------------------------------------------------------- 

Online Safety- Parental Support  
(Taken from Keeping Children Safe in Education, September 2022) 
 
Childnet offers a toolkit to support parents and carers of children of any age to start discussions about their 
online life, and to find out where to get more help and support  
 
Commonsensemedia provide independent reviews, age ratings, & other information about all types of media 
for children and their parents  
 
Government advice about protecting children from specific online harms such as child sexual abuse, sexting, 
and cyberbullying  
 
Internet Matters provide age-specific online safety checklists, guides on how to set parental controls, and 
practical tips to help children get the most out of their digital world  
 
Let’s Talk About It provides advice for parents and carers to keep children safe from online radicalisation 
  
London Grid for Learning provides support for parents and carers to keep their children safe online, including 
tips to keep primary aged children safe online  
 
Stopitnow resource from The Lucy Faithfull Foundation can be used by parents and carers who are 
concerned about someone’s behaviour, including children who may be displaying concerning sexual 
behaviour (not just about online)  
 
National Crime Agency/CEOP Thinkuknow provides support for parents and carers to keep their children 
safe online  
 
Parentzone provides help for parents and carers on how to keep their children safe online  
 
Talking to your child about online sexual harassment: A guide for parents – This is the Children’s 
Commissioner’s parental guide on talking to their children about online sexual harassment  
 
#Ask the awkward – Child Exploitation and Online Protection Centre guidance to parents to talk to their 
children about online relationships 

 
 
 
 
 

https://www.childnet.com/resources/parent-and-carer-toolkit/
http://www.commonsensemedia.org/
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
https://www.ltai.info/staying-safe-online/
https://parentsafe.lgfl.net/
https://www.stopitnow.org.uk/
https://www.lucyfaithfull.org.uk/
https://www.thinkuknow.co.uk/
https://parentzone.org.uk/
https://www.childrenscommissioner.gov.uk/report/talking-to-your-child-about-online-sexual-harassment-a-guide-for-parents/
https://www.thinkuknow.co.uk/parents/ask-the-awkward
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Videos from Alan Mackenzie 
 

Video One: Introduction 

https://vimeo.com/507909807/31d8b998bd 

Whatever the age of your child they will receive good online safety education in school, from early years 

through to college. But as parents and carers we need to know about and keep up with the risks and issues 

our children may face online. Importantly, we also need to know where to go for extra support. 

My name is Alan Mackenzie. I specialise in the ever-changing and evolving area of online safety, mainly 

working in schools all over England and in this first video I will quickly introduce myself and define what 

online safety means. Many people think that online safety means keeping children safe online. That is 

correct, but it's much more than that. 

 

One of the most important messages I would like to get across is that you can’t know everything, neither 

can you watch your child 24/7. But as parents and carers we have natural curiosity; we know when 

something doesn’t feel right or something has changed and that’s when we investigate, mainly by talking to 

the child. 

Although much of the information is suitable  for children, there is some information within the videos that is 

not appropriate, so please take appropriate precautions when watching any of the videos (e.g. wear 

headphones). 

To view the video, please click on the link below or copy and paste the link into your browser. Please note 

that subtitles are  available for all the online safety videos by selecting CC in the bottom right-hand corner 

of the video. 

-------------------------------------------------------------------------------------------------------------------------------------------- 

Video Two: The Three C’s 

https://vimeo.com/487627081/883aa4475d  

 
It is impossible to know all the risks and issues that our children might face online, much as it is impossible 

to know all the risks and issues they may face in the real world. 

In this second video, which is just over six minutes, Alan Mackenzie will discuss what is commonly called 

the 3C's which refers to: Content, Contact and Conduct.  The 3C's is the easiest way of understanding risk 

regardless of whether you think you are tech savvy or not. 

There is also a 4th C which is commonly referred to, known as commercialism. This 4th C links with a wide 

range of issues such as advertisements, in-app/game purchases, scams, personal identity theft and much 

more. 

Useful Links:  
One of the main concerns from parents is related to adult content. Here is a link that will help you to learn a 

little more, tips to protect your child and how you can deal with it.  

https://vimeo.com/507909807/31d8b998bd
https://vimeo.com/487627081/883aa4475d
https://www.internetmatters.org/issues/online-pornography/
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Another concern is related to youth produced sexual images (sometimes called sexting). We would 

recommend reading the document ‘Look at Me’ which gives many useful facts, particularly in relation to 

vulnerable children.  https://www.internetmatters.org/issues/sexting/ 

---------------------------------------------------------------------------------------------------------------------------------------------- 

Video Three: Online Gaming 

https://vimeo.com/487627625/3c5538740c 

Alan Mackenzie will discuss the topic of online gaming and explore how children will often play games for 

socialisation with their friendship groups. 

  
Useful Links:  
Gaming Hub - Lots of useful information here: gaming age guides, what you need to know, choosing the 
best games, setting limits and more:https://www.internetmatters.org/resources/online-gaming-advice/  
  
Common Sense Media - If your child is asking you about a game and you're not sure, it's worth having a 
look on the Common Sense Media website where you can find advice and opinion about thousands of 
games.https://www.commonsensemedia.org/game-reviews  
  
Taming Gaming - this is a brilliant resource for parents, with lots of useful information. The site is owned by 
a father who is a big gaming enthusiast.  
https://www.taminggaming.com/features/Curated+Lists+of+Amazing+Video+Games+that+Parents+Love  
  
---------------------------------------------------------------------------------------------------------------------------------------------- 

Video Four: YouTube 

https://vimeo.com/487628391/ac8070b8f0 

YouTube is one of the most popular online activities amongst children and young people, YouTube.  Alan 

Mackenzie will discuss what types of content are most commonly viewed by children and young people as 

well as some of the risks and issues. 

Historically YouTube has only had one content filter available for parents, called Restricted Mode. There 

are now three, which allows parents to set a filter that is appropriate to the age of your child: 

https://blog.youtube/news-and-events/supervised-experiences-for-families-on-youtube/ 

YouTube moderation for parents: https://www.youtube.com/watch?v=1YvIfw7obwE 

---------------------------------------------------------------------------------------------------------------------------------------------- 

Video Five : Social Media 

https://vimeo.com/487628965/949c437a21 

Social media where is we find some of the most serious issues (content, contact and conduct). Alan will 
cover the basics that parents and carers need to be aware of but as this is a huge area, he has also 

https://www.internetmatters.org/issues/sexting/
https://vimeo.com/487627625/3c5538740c
https://www.internetmatters.org/resources/online-gaming-advice/
https://www.commonsensemedia.org/game-reviews
https://www.taminggaming.com/features/Curated+Lists+of+Amazing+Video+Games+that+Parents+Love
https://vimeo.com/487628391/ac8070b8f0
https://blog.youtube/news-and-events/supervised-experiences-for-families-on-youtube/
https://www.youtube.com/watch?v=1YvIfw7obwE
https://vimeo.com/487628965/949c437a21
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included some links below that we hope you will find useful. 
 
Useful Links: 

Common Sense Media – this is a one-stop shop to find further, useful information for parents. Whether it’s 

an app, a game or a book it’s a good chance it’s here. Just use the search bar at the top of the page. 

https://www.commonsensemedia.org 

TikTok Safety – TikTok have been introducing a few, useful safety and wellbeing features. You can find out 

all about these features here: https://newsroom.tiktok.com/en-gb/safety 

Instagram – a guide for parents. https://about.instagram.com/community/parents 

Internet Watch Foundation - In the video I mention the IWF in relation to concerns over live streaming. You 

can have a look at the IWF live streaming report here: https://www.iwf.org.uk/news/iwf-research-on-child-

sex-abuse-live-streaming-reveals-98-of-victims-are-13-or-under 

Live streaming – risks and advice: https://www.thinkuknow.co.uk/parents/articles/what-is-live-streaming/ 

Social Media Risks and Rewards – guides to help your family navigate the risks and rewards that social 

media can bring as well as guides to the most popular social media apps: 

https://www.internetmatters.org/resources/social-media-advice-hub/ 

---------------------------------------------------------------------------------------------------------------------------------------------- 

Video Six: Screentime 

https://vimeo.com/487629635/f125d6875e 

Screen time is a very subjective area, different people will have different opinions on what is acceptable and 

appropriate.  Alan Mackenzie will give you his opinion about screen time for children and young people, along 

with some useful advice.  

The debate about screentime - Professor Sonia Livingstone is one of the most knowledgeable people in the 

UK when it comes to screentime and other issues that affect children. In this article she shares some useful 

insights:https://blogs.lse.ac.uk/parenting4digitalfuture/2019/02/08/from-policing-screen-time/ 

 

Screen time – getting the balance right for different ages of children: 

https://www.internetmatters.org/issues/screen-time/ 

---------------------------------------------------------------------------------------------------------------------------------------------- 

 

 

 

https://www.commonsensemedia.org/
https://newsroom.tiktok.com/en-gb/safety
https://about.instagram.com/community/parents
https://www.iwf.org.uk/news/iwf-research-on-child-sex-abuse-live-streaming-reveals-98-of-victims-are-13-or-under
https://www.iwf.org.uk/news/iwf-research-on-child-sex-abuse-live-streaming-reveals-98-of-victims-are-13-or-under
https://www.thinkuknow.co.uk/parents/articles/what-is-live-streaming/
https://www.internetmatters.org/resources/social-media-advice-hub/
https://vimeo.com/487629635/f125d6875e
https://blogs.lse.ac.uk/parenting4digitalfuture/2019/02/08/from-policing-screen-time/
https://www.internetmatters.org/issues/screen-time/
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Video Seven: Useful Links and Resources 

https://vimeo.com/487630005/000147e512 

In his final video of the series, Alan Mackenize will summarise the key points from the video series, share 

some further tips and give you some links to other useful information. 

Useful Links: 

Internet Matters is a fantastic resource built for parents and carers, there is a tremendous amount of online 
safety information that is useful, such as: 

• All the most common risks and issues, along with accompanying advice according to the age of 
your children. 

• Setting up parental controls on all the devices your children use. 

• Gaming advice hub. 

• Social media advice hub. 

• Advice hub for children with special educational needs. 

• Screentime. 
 

 

My Family's Digital Toolkit 

Internet Matters provide an online safety toolkit they can use at home. By answering a few simple 
questions, they can get age-specific advice, learn about popular apps, information on how to deal with any 
concerns and also tools to support their interests and wellbeing. The toolkit can be accessed here. 

Child Exploitation 

Are you worried about the way someone has been communicating with your child online? You can make a 

report to the Child Exploitation and Online Protection Centre: https://www.ceop.police.uk/Safety-Centre/ 

 

 

https://vimeo.com/487630005/000147e512
https://www.internetmatters.org/
https://esafety-adviser.us4.list-manage.com/track/click?u=cbd59b76f0e1ad9db768db345&id=772543e25e&e=1a8a6c4ea6
https://www.ceop.police.uk/Safety-Centre/

