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Welcome to our Safeguarding Newsletter for parents/carers. This is
an additional newsletter to make you aware of the fact that it is Safer
Internet Day today.

Safer Internet Day is a fantastic opportunity to have a conversation with children about using
the internet safely, responsibly and positively. We can all play a role in empowering children
to enjoy their time online!
This year, the UK Safer Internet Centre is particularly focusing on how consent works in an
online context and exploring how young people ask, give and receive consent online. This
could be in their friendships or relationships, how they take and share images and videos or
how they manage their privacy and data. You could use the following ideas as a way of
initiating conversations:
1. Choose to have a conversation
Talk regularly with your child about how they use technology, and find out what their digital
life is like, including what their favourite sites and services are and also how being online
makes them feel. Listening to your child will give you the best possible idea of how you can
support them.
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2. Choose to make use of the tools available to you
There are lots of tools to help you manage the devices used by your family. For example,
knowing how to activate and use parental controls can help protect your child from seeing
inappropriate content online. For advice and guidance on how to make use of parental
controls and other safety features on devices, check out the attached free Parents’ Guide to
Technology and Internet Matters’ step-by-step parental controls guides for online services.
3. Choose to get help and support
It can sometimes feel like young people are the experts in all things digital but remember –
you are the life experts. You are always there to help your child but make sure you know how
to get support too by visiting https://www.saferinternet.org.uk/ . You can take steps to support
your child online by using features such as privacy settings on social media and
understanding how to make a report on a range of apps, games and services.

4. Choose to be current and topical
This Safer Internet Day focuses on the very relevant topic of consent in the digital world. Use
this as an opportunity to support your child with how they tackle digital consent within
relationships and friendships as well as how online services use the data we provide.

How can you help to protect your children online?

The key risks
Conduct – children putting themselves at risk due to their own behaviour, e.g. sharing too much
information online.
Content – children having access to inappropriate and unreliable content, e.g. content inappropriate
to their age.
Contact – children being contacted by bullies or unwanted people, e.g. this can involve cyber
bullying incidents or people contacting children who seek to groom or abuse them.
Commercialism – children being unaware of the hidden costs of the online world, e.g. apps that
are initially free but then ask you to pay in order to reach the next stage or level.
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Combatting the key risks
CONDUCT
Top tips:
 Tell your child they must keep their personal information safe and not share this information
online.
 Ensure your child knows how to report any online activities that have concerned them or
made them feel uncomfortable.
 Investigate and report any behaviour you feel is inappropriate.
 Monitor your child’s online behaviour – consider installing parental control software.

CONTENT
Top tips:
 Set expectations and rules for what is appropriate for your child to access online
– familiarise yourself with different age ratings and read guidance for parents on different
online platforms.
 Ensure your child knows that it is illegal to download some online content.
 Consider installing parental controls and filters to block inappropriate content.

CONTACT
Top tips:



Review your child’s ‘friend’ list regularly and make sure you know who your child talks to
online.
Show your child how to block or remove someone they don’t want to talk to and how they can
report these people.

COMMERCIALISM
Top tips:





Encourage your child to ‘think before they click’.
Consider placing restrictions on in-app purchases.
Talk to your child about the costs associated with different online platforms.
Keep an eye on phone bills, credit/debit card statements and other payment methods.
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If you want to report your own concern







If the situation is an emergency, contact 999.
Report concerns relating to grooming or illegal behaviour to the CEOP
https://www.ceop.police.uk/safety-centre
Report criminal online content (including child sexual abuse images, criminally obscene adult
content and non-pornographic child sexual abuse images) to the Internet Watch Foundation
(IWF) (https://www.iwf.org.uk/).
Report content which incites hatred on the grounds of race, religion, disability or sexuality to
True Vision http://www.report-it.org.uk/home
Ensure you are familiar with the reporting procedures for different online platforms, and utilise
them where necessary.

Not to alarm but to make you aware…
Doki Doki Literature Club app is a free app and was released in September 2017. The game is
advertised as a school dating app and does not require parental checks to download. The app
begins as a colourful and light-hearted game but takes a sinister turn within an hour of children
playing. Their online friend starts to talk about depression and eventually takes her own life in a
disturbing scene. It might be worth checking that your children do not have this app installed because
of the associated dangers.
Do your students use Snapchat? If so please advise them around the danger of Snap Maps. These
can pinpoint the location a child lives within a few houses, as well as narrowing down the school
they attend. Please encourage them to ensure their settings are on ‘Ghost Mode’. Even if they argue
their privacy settings are ‘friends only’ they need to remember they could be hacked or have fake
friends on their account.
The Blue Whale Challenge is a game that starts out between the administrator and the
participant/victim. Each day, the administrator will set up a different task for the participant to do.
The daily tasks start off fairly easy--listening to certain genres of music to watching horror-style
movies. As the days go on, the tasks grow increasingly difficult such as staying up until all hours of
the night to mutilating the skin along with carving the "whale" symbol onto their arm. The final task
and end to the game is the person committing suicide. If the participant refuses to complete their
task, the administrator will release, publish, share, and/or post something extremely personal or
highly-sensitive online from their accounts (or at least lead them to believe they will).
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And finally…
Do take a balanced approach
As parents it’s natural to feel worried about the risks posed by your child being online, but for young
people the online world is exciting and fun, as it brings so many opportunities for them. Remember
that your child will use technology and the internet differently given that they are growing up in a
world immersed in all things digital. Try to look at both the positive and negative aspects of being
online and empower your child with safe choices they can make instead of overwhelming them with
restrictions.
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